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l. Introduction

One of the most popular tools for visualizing cybersecurity data and exploring data
relationships is Maltego (see https:/www.paterva.com/web7/ ).

This write-up will describe how Maltego can be used in conjunction with Farsight's DNSDB
Transform Set to easily leverage passive DNS approaches.
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ll. Maltego and the Farsight DNSDB
Transform Set

We assume that you're already a Farsight DNSDB API customer; if not, see https:/
www.farsightsecurity.com/order-services/ for information about obtaining a DNSDB API
key.

We also assume that you've already installed and activated the Maltego Classic (or the

Maltego XL) client.
If not, see the Paterva web site mentioned in the Introduction above.

When you launch Maltego Classic, after the initial splash screen, and after you click on the
Transforms tab, you'll see a window that looks roughly something like this:

B Maltego Classic 4.1.6

hdl [nvestigate View Entities. Collections  Transforms = Machines Collaboration  Import | Export Windows [£3 Ji51

N | G| e

- & -
Transform Transform New Local Certificate Manage

Hub Manager Transform... Manager Services
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To install the DNSDB Maltego Transform Set, select Transforms Hub, scroll down, then roll
your mouse over the Farsight Transform Set. Select Install, and then confirm that you want
to install the Transform Set. The Transform Set will install. See Figure 2.

STEPS INSTALL: A summary of the progress to install items
from the chosen Transform Seed is shown below.

1. Install

Complete

The following were added/updated:

1 Application Server
39 Transforms
1 Machines

a

When the Transform Set installation finishes, if you check the Transform Hub, you should

see:

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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w & Maltego Classic 4.1.6

Investigate  View  Entities

B v v | B

Transform Transform New Local Certificate Manage
Hub Manager Transform... Manager Services

Transform Hub

mQLTEGO l:', Refresh Transform bflib »-, Update Transforms

- oy oo - T ———
/7 W’ and accurate — brings together the
< 4 1 phishing-specific threat ... 7mh7,l e industry's most ...

- o FireEye iSIGHT Intelligence Farsight DNSDB
Classic edition /\_ FireEye iSIGHT Intelligence Farsight Security, Inc
«‘) Query FireEye iSIGHT Intelligence holdin., Farsight Security DNSDB transform set

CHASED SEPARA Y PURCHASED SEPARATELY INSTALLED

twitter youtube! Bitcoin DomainTools
R g B o SN M Paterva 4 DomainTools
) For visualizing the Bitcoin blockchain. “\ Investigate cybercrime with DomainToo...
S

blog

Cilahvanlas FAvAEAY Tenncfarme

Before you can use the Transforms you'll need to install your DNSDB API key. See Figure 4.

Required Fields

The following settings are required to install the Farsight DNSDB Hub Item.
If you do not have the required info please contact:

Farsight Security, Inc
Email:
Website:

Phone: +1-650-489-7919

o Please complete all required fields

Cancel

The Critically Important "Number-of-Results" Slider

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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While you're configuring Maltego settings, you should also strongly consider increasing the
maximum number of results returned. If you fail to do this, you may be surprised to find that
the result of every query is twelve or fewer results (since 12 is the default number of results
returned in Maltego Classic). To reset that limit go to Investigate --> Number of Results, as
shown in Figure 5:

B oW @ & Maltego Classic 4.1.6
I Investigate I View Entities Collections Transforms Machines Collaboration Import | Export Windows
Clear Grapt

1 || Number of Results m W
a
=%

ut —_—
Copy Paste I 1 1 1 Jui Find in Entity
elete 12 50 256 10k Find  Files Selection

[Experienced Maltego users may also want to see Appendix A, for an explanation of how
the "Number-of-Results" slider impacts back end processing as well as what's ultimately
displayed on screen.]

lll. Understanding The Farsight DNSDB
Transform Set

You're now ready to begin using the Farsight DNSDB Transforms.

Because of how Maltego works, you do NOT have the option of specifying the equivalent of
"command line options" in order to customize a small number of query types. Instead, you
get a set of 39 "pre-constructed queries" that can be executed on a variety of inputs. The
exact queries you can run depend on the input you're starting with (whether that's a
Domain, a DNS Name, an Email Address, a URL, etc.).

For convenience, those transforms are listed on the next page, grouped by Input type, then
Transform Description.
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st ontombestpion oo

Domain: Delegation Point (sample.com) -- 12 Transforms

1.

2
3
4.
5

V|® | N

11

12.

Domain
Domain
Domain
Domain

Domain

Domain
Domain
Domain

Domain

Domain
Domain

Domain

To records with this hostname
Lookup *.$domain

Lookup *.$domain/A

Lookup *.$domain/AAAA
Lookup *.$domain/CNAME

Lookup $domain.*

Lookup $domain.*/A
Lookup $domain.*/AAAA
Lookup $domain.*/CNAME

Lookup NS for this Domain
Lookup MX for this Domain

To DNSNames with this value

paterva.v2.dnsdbrrsetDomain
paterva.v2.dnsdbrrsetwclDomain
paterva.v2.dnsdbrrsetwclDomainA
paterva.v2.dnsdbrrsetwclDomainAAAA

paterva.v2.dnsdbrrsetwclDomainCNAM
E

paterva.v2.dnsdbrrsetwcrDomain
paterva.v2.dnsdbrrsetwcrDomainA
paterva.v2.dnsdbrrsetwcrDomainAAAA

paterva.v2.dnsdbrrsetwcrDomainCNA
ME

paterva.v2.dnsdbrrsetDomainNS
paterva.v2.dnsdbrrsetDomainMX

paterva.v2.dnsdbrdataDomain

DNS Name: Fully Qualified Domain Name (e.g., www.sample.com) -- 19 Transforms

13.
14.
15.
16.

17.

18

19.
20.

21.

22.

DNS Name
DNS Name
DNS Name

DNS Name

DNS Name

DNS Name
DNS Name
DNS Name

DNS Name

DNS Name

To records with this hostname
Lookup *.$dnsname
Lookup *.$dnsname/A

Lookup *.$dnsname/AAAA
Lookup *.$dnsname/CNAME

Lookup $dnsname.*
Lookup $dnsname.*/A
Lookup $dnsname.*/AAAA

Lookup $dnsname.*/CNAME

To A Records for this DNSName

paterva.v2.dnsdbrrsetDNSName
paterva.v2.dnsdbrrsetwclDNSName
paterva.v2.dnsdbrrsetwcIDNSNameA

paterva.v2.dnsdbrrsetwcIDNSNameAA
AA

paterva.v2.dnsdbrrsetwcIDNSNameCN
AME

paterva.v2.dnsdbrrsetwcrDNSName
paterva.v2.dnsdbrrsetwcrDNSNameA

paterva.v2.dnsdbrrsetwcrDNSNameAA
AA

paterva.v2.dnsdbrrsetwcrDNSNameCN
AME

paterva.v2.dnsdbrrsetDNSNameToA
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23. | DNS Name

24. | DNS Name
25. | DNS Name
26. | DNS Name
27. | DNS Name

28. | DNS Name
29. | DNS Name
30. | DNS Name

31. | DNS Name

To AAAA Records for this
DNSName

To TXT Records for this DNSName
To NS for this DNSName
To MX for this DNSName

To SOA Records for this
DNSName

To SRV Records for this DNSName
Records with this value
Domains Using This MX

Domains Using This NS

paterva.v2.dnsdbrrsetDNSNameToAAA
A

paterva.v2.dnsdbrrsetDNSNameToT XT
paterva.v2.dnsdbrrsetDNSNameToNS
paterva.v2.dnsdbrrsetDNSNameToMX

paterva.v2.dnsdbrrsetDNSNameToSOA

paterva.v2.dnsdbrrsetDNSNameToSRV

paterva.v2.dnsdbrdataDNSName

paterva.v2.dnsdbrdataMXType

paterva.v2.dnsdbrdataNSType

Phrase (Phrases are IPv6 Addresses, CIDR netblocks, and Rdata text you'd like to search) -- 3 Transforms

32. | Phrase
33. | Phrase
34. | Phrase

Lookup *.$phrase
lookup $phrase.*
To DNSNames from this IPvé

Address

Email Address (joe@sample.com) -- 2 Transforms

35. | Email Address
36. | Email Address

To DNSNames from this email

MX from E-mail address

paterva.v2.dnsdbrrsetwclPhrase
paterva.v2.dnsdbrrsetwcrPhrase

paterva.v2.dnsdbrdatalPvéAddress

paterva.v2.dnsdbrrsetEmail

paterva.v2.dnsdbrrsetEmailMX

Other (Note: Netblocks look like a.b.c.d-e.f.g.h, NOT CIDR netblocks (see "Phrase" above for CIDRs)) -- 3

Transforms
37. | URL
38. | IPv4 Address

39. | Netblock

To DNSNames from this URL
To DNSNames with this IP

To DNSNames with this value

paterva.v2.dnsdbrrsetURL
paterva.v2.dnsdbrdatalPv4Address

paterva.v2.dnsdbrdataNetblock

Sample output for each of the 39 defined Farsight
transforms from Figure 8 can be seen in Appendix B.

An Aside: Decoding The "Name" Column From Figure 8
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(1) Note that all of the transforms begin with the invariant string "paterva.v2.dnsdb".
You can normally mentally "tune that part out."

(2) Next, you'll see either "rrset" ("left hand side" of a DNS record), or "rdata" ("right
hand side" of a DNS record). [for more on the difference between rrsets and rdata see
please see the blog post that's at https:/www.farsightsecurity.com/2015/03/11/
stsauver-rrset-rdata/ ]

(3) You may then sometimes see reference to "wcl" (wildcard left hand side, e.g.,
*.example.com), or "wcr" wildcard right hand side (e.g., example.*).

(4) Next you'll normally see a reference to a Maltego Entity such as "DNS Name",
"Phrase", "URL", "Netblock", etc. All Maltego Entities are defined in, and can be
reviewed in, the Maltego Entity Manager.

Paterva also has excellent documentation available online. See for example:

e https:/docs.paterva.com/en/entity-guide/standard_entities/infrastructure/Domain/
(e.g., delegation point, effective 2nd-level domain)

ehttps:/docs.paterva.com/en/entity-guide/standard_entities/infrastructure/
DNSName/
(e.g., FQDN, hostname)

ehttps:/docs.paterva.com/en/entity-guide/standard_entities/personal/Phrase/

While "Phrase" normally equals "any text or part thereof," in the case of the Farsight
Transforms, "Phrase" is used as a "data type of last resort" to handle elements which
don't have a more specific data type available. This includes things like IPvé6 addresses
and CIDR netblocks. "Phrase" is also used as a way to query Rdata values found in TXT
records.

(5) After that, the Transform name may specify a subset of possible DNS record types,
e.g., MX, SRV, TXT, etc.

Note: We're also aware that some Transforms may seem to be "duplicative" (for
example
"Lookup *.$domain", "Lookup *.$phrase", and "Lookup *.$dnsname").

Please note that in this case, while their naming seems similar, the entities they work
on (and allow as inputs) are different.
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IV. Manually Running One of the
Transforms

We'll now show you an example of manually invoking one of the Transforms.

We assume you have installed Maltego on a Mac (Maltego on a Windows 10 system will be
similar once the application has been started, except for things like file paths).

(1) If Maltego isn't already running, start Maltego by double clicking on the Maltego icon in /
Applications. After splash screens, you should see a screen that looks approximately like
Figure 9:

Maltego Classic 4.1.6

U=
M 'nvestigate  View  Entities  Collections  Transforms  Machines  Collaboration

ph | Number of Results m \'i' H no
=% T°
k Find in Entity 2 =

If you don't have a "New Graph" panel open as part of your Maltego display, click on the
little "Page +" icon that's immediately to the right of the "bowling ball" icon in the upper left
hand corner.

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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(2) Now click and drag the "DNS Name" Entity from the "Entity Palette" in the left column

12

over into the main white "New Graph" panel. You should see something like what's shown in

Figure 10.

Figure 10. Maltego With DNS Name Entity dragged onto the New Graph panel.

(3) The default name that's displayed (alpine.paterva.com) is NOT the name we're

Maltego Classic 4.1.6

B OB RS

M Investigate | View  Enities Transforms  Machines  Collaboration  Import | Export  Windows |
I§ r [i] Clear Graph | Number of Resuts | &8 m fyo® A4 N Q

.g(c\“ e — “ =% TR O Q
Copy Paste Quick Findin | Entity = o

T 3
X Delete 12 50 256 10k | Find Files | Selection % I 5 @ o=

= * Recently Used *

o DNS Name
Domain Name System

@

[ Phrase #® alpine.paterva.com

+ {} Transforms

— o Machines

[

— Properties
% Type

interested in, so double click on it and type in a different name. For this example, let's put in
www. reed.edu After typing in that DNS Name, hit return. The result should look like Figure

11.

Figure 11. DNS Name Entity Now Showing The Name of Interest

Copyright © 2018 Farsight Security, Inc.

Maltego Classic 4.1.6

BomBEES @ &

5 [i] Clear Graph | Number of Results i A AdO R Q «

& Ca AR I SoE2r s
Q

K cut —— .
Quick Findin | Entity

T S
X Delete 12 50 256 10k | Find Files | Selection % I & & o=

Copy Paste = v
2

] New Graph (1) X

= * Recently Used *

o DNS Name
Domain Name System

@

[ Phrase W www.reed.edu

+ {} Transforms.
— © Machines

?oruéin—lp—r &

2| Hub Transform ...

— Properties

All trademarks are properties of their respective owners.
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(4) Now need to decide which Transform we want to run on that Entity. Hold down the
Control key and click on the Entity to see what transforms are available for the sort of
Entity we're using. See Figure 12.

Figure 12. Picking a Transform

R$@EHE S 5o Maltego Classic 4.1.6

R 'nvestigate | View

E‘ [ Clear Graph | Number of Results ‘ ‘ m
X cut
Copy Paste Quick Findin | Entity 2
X Delete 2 50 2% 10k Find  Files | Selection %4 I &

= * Recently Used *

ou DNS Name
Domain Name System server name

[DNSDE] Domains using this MX

[DNSDE] Domains using this NS

[DNSDB] Lookup Sdnsname.”
Netblock
A range [DNSDB] Lookup *.$dnsname

@ma

[DNSDB] Records with this value W www.re ed edu

9asNa ybisies »

[ Phrase
[DNSDB] To A Records for this DNSName

= {} Transforms. [DNSDB] To AAAA Records for this DNSN...
+ All Transforms [DNSDB] To MX for this DNSName
+ PATERVA CTAS

= Farsight DNSDB

[DNSDB] To NS for this DNSName

[DNSDE] To records with this hostname 24 Hub Transform ...

Properties

v
Y YYYYYEIEFETF

[DNSDB] Domains using this MX

v

[DNSDB] Domains using this NS

v

[DNSDB] Lookup Sdnsname.
[DNSDB] Lookup *.$dnsname

[DNSDB] Records with this value

| L S

[DNSDB] To A Records for this ...

We choose "To A Records for this DNSName" and click the right triangular arrow to the
right of that item to execute that Transform.

Figure 13. Result of Running That Transform

Maltego Classic 4.1.6
M Iovestigate | View  Enuties laboration

m Clear Graph | Number ol Results na .
R, i I Ey
)

Copy P.ma Quick Find in Entity A =
)\neme s 2% 10k Find  Files | Selection % M ;2

-] New Graph (1)
Search:

~ * Recently Used *

s DNS Name
Domain Name System server name

5 www .reed.edu
Domain

:
Email Address

An email mailbox to which email messages e

Netblock ~

A version 4 DNS

@
W ued edu
- Relationships

134.10.2.252 - Outgoing

= L} Transforms
+ All Transforms
+ PATERVA CTAS
= Farsight DNSDB

2§ Hub Transform ...

— Properties

¥

[DNSDE] Domains using this MX

v
Y YYYYVYEEFEE

[DNSDB] Domains using this NS 3 ) - e aa
X-RateLimit-Limit ph info
X-RateLimit-Remai

X-RateLimit-Reset: n/a (from entity "www.reed.edu")

Transform [ONSDB] To A Records for this DNSName returned with 1 entitid

Transform [DNSDB] To A Records for this DNSName done (from entity “ww

v

[DNSDB] Lookup $Sdnsname.

'

[DNSDB] Lookup *.$dnsname

¥

[DNSDB] Records with this value

g

[DNSDB] To A Records for this ...

Note: Many different output formats are available, see the "View" menu to the left of the
graph. If you prefer tables to diagrams, in particular, be sure to check out the tabular view

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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available from the View menu.

Also Note: If you look at the default table view, and wish you could suppress some of those
columns, note that you CAN do so. After selecting table view, click on "select columns" icon
(the little mesh grid) on the far right hand of the Type/Headings/etc. row just above the
actual rows of data) and select just the columns you want.

(5) We can now "chain" from our initial results to see what DNSNames (if any) also share
that IP. In this case, the only Transform available to us is "To DNSNames with this IP" which
makes our choice of Transform rather straightforward. See Figure 14.

Figure 14. Checking To See If Any Other DNS Names Share That IP Address

RO-mBEES

B4 investigate 5.

llecti Rt
|§ L"'. [i] Clear Graph | Number of Results "l" m RS -
K cut —— =% HE-8 - 2508 3
Copy Paste D T Quick Findin Entity & .
T 7 X Delete 12 50 25 10k | Find Files | Selection % I & & oo

= * Recently Used *
me System server name

www.reed.edu

Email Addre:
Ibox

(]
[] Phrase B 134.10.2.252
v Anv text or nart thersaf

- Relationships

+ Incoming

= £ Transf
ransforms - DNSDB Output

+ All Transforms

+ PATERVA CTAS

<o
~ Farsight DNSDB -3 b3 Hub Transform ...

[DNSDB] To DNSNames with this IP . = Properties

orm [DNSDB
m [DNSDB] To A Reco

After clicking on the right triangular arrow next to the Transform name, the Transform runs,
producing the result shown in Figure 15.

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.



Using Maltego with Farsight DNSDB

15

Figure 15. Results From Running The "To DNSnames with this IP" Transform

I! L". ]] Clear Graph | Number of Results

Copy P.me '
xDeIexe 12 s0 286 10k

Search:
~ * Recently Used *
s DNS Name

Domain Name System server name

Dom

= L} Transforms
+ All Transforms
+ PATERVA CTAS
= Farsight DNSDB
[DNSDB] To DNSNames with this IP

Ilﬂ]

Quick Find in
Find  Files

Maltego Classic 4.1.6

i 3
iy o
Entity  °°
Selection %

www.reed.edu

L}
134.10.2.252
- Relationships.

134.10.2.252
S A + Incoming
- Outgoing

b4 Hub Transform ...

~ Properties

X-RateLimit-Linit: unlinited

X-RateLimit-Remaining: n/a

X-RateLimit-Reset: n/a (from entity "134.10.2.252"

Transform [DNSDB] To DNSNames with this IP returned with 8 entities (
Transform [DNSDB] To DNSNames with this IP done (from entity "134.10.2

Clearly results were found, but we can't currently see them.

We'll close some of the panels we don't currently need, resize the "New Graph" window,
and click on the magnifying glass at the top of the screen to "zoom to fit" the output. See

Figure 16.

Figure 16. Output From Our Transforms, More Readily Visible Now

Y4 Investigate [ En
l! L“. ]] Clear Graph | Number of Results
——

Copy P.lsle
xuelem u ;o :ss lﬂk

= * Recently Used *
o DNS Name
Domain Name System

Doma
ernet domain

Email Address

= 4} Transforms.
+ All Transforms
+ PATERVA CTAS

= Farsight DNSDB

[DNSDB] To...

IIIT]

Quick Find in
Find  Files

Maltego Classic 4.1.6

[ ® ¢
L SRR
Entity .
Selection 24 M &

10f 9 entities

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.



Using Maltego with Farsight DNSDB 16

(6) Sometimes you may just prefer a list of results to a diagram. If so, change that in the
View menu to the left of the New Graph panel. See Figure 17. Note that the right-most
column shows the number of hits that DNSDB has seen for each row.

E4SmBBERS 8 o 3 Maltego Classic 4.1.6
R4l Investigate View Entities. Collections Transforms Machines Collaboration Import | Export

Clear Graph | Number of Results Tl 2 Q «

)
- i [l S =y
Q" a

]
iick Findin |  Entity

. .

(o See 2D ) Q
12 50 256 10k ind  Files Selection % J 3

~f New Graph (1) X

= * Recently Used *

os DNS Name
Domain Name System

Domain
A

9 entities, 9 links

You can experiment with other views, too, obviously.

(7) If your analysis is concluded, you may want to save your results.
There are multiple things you can save:

e You can save your Maltego session (so you can easily resume your analysis where you
left off).

To save your session, click on the floppy disk icon near the top edge of the Maltego
window (or go to the circle icon in the upper left corner and select Save).

e You can export a copy of the Maltego graph by going to “Import | Export" -->
"Export Graph as Image."”

You'll need to pick a name and location for the graph you're about to export, as
well as a format (such as JPEG). You can see a sample exported graph in Figure
18, below.

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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® You can also export a copy of the "raw data" you've found as an Excel Spreadsheet
file, or as a comma separated variable (CSV) file, by going to "Import | Export" -->
"Export Graph To Table."

You'll need to pick a name and location for the graph you're about to export, as well
as a format (such as CSV). You can see a sample exported table in Figure 19, below.
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Figure 18. Sample Exported Graph

g *

www.reed.edu

134.10.2.252

web.reed.edu reed.edu alumni.reed.edu
comradesofthequest.org nwacc.org comradesofthequest.com

nwacc.reed.edu

Figure 19. Sample Exported-as-CSV Table Data

134.10.2.252,alumni. reed.edu
134.10.2.252,comradesofthequest.com
134.10.2.252,comradesofthequest.org
134.10.2.252,nwacc.org
134.10.2.252,nwacc.reed.edu
134.10.2.252, reed.edu
134.10.2.252,web.reed.edu
134.10.2.252,www. reed.edu

d

www. reed.edu,134.10.2.252

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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V. Making A Maltego Machine:
(DNS Name) --> (IP Address) --> (Related
DNS Names Using That Shared IP Address)

In addition to manually running individual Transforms, you can also create a Maltego
"Machine" that will run a "pipeline" of Transforms. For example, we can create a Maltego
Machine to run the two Transforms we just manually ran for www.reed.edu, making it easy
to do that same run for other DNS Names.

(1) Begin by going to Machines --> New Machine, then supply configuration details.

(-8 o 3 Maltego Classic 4.1.6

M nvestigate  View  Entities  Collections  Transforms | Machines | Collaboration Import | Export  Windows .i
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[ NON | New Machine

STEPS CONFIGURE DETAILS: Specify the fields for the new
machine.

1. Configure details

2. Choose type
Display name DNS-to-IP-to-Other-DNS

Unique ID DNS-to-IP-to-Other-DNS

Author Joe St Sauver

Description | Giyen a DNS Name, find its IPv4 Address,

then find other DNS Names that are also
using that IPv4 Address

Complete the initial Machine by choosing it's type, as shown in Figure 22:

STEPS CHOOSE TYPE: Select the type of the new machine. +

1. Configure details
2. Choose type

Macro

This type of machine runs once when started

() Timer Machine

This type of machine runs periodically until it is stopped

(O Blank machine

Do not use a template when creating this machine

T I T T

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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(2) You're now ready to customize the skeletal Machine outline you'll be given. We'll end up
with what's shown in Figure 23.

Double click a transform to use it
displayName:
author:

description: i

Filter by input:  <Any> v

Transforms Input
[ Getting TAS information.

start {

run(
run(

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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(3) After saving our machine, we can then run it. See Figure 24.

STEPS CHOOSE MACHINE: Please select the machine to
run from the list below.

1. Choose machine

2. Specify target

DNS-to-IP-to-Other-DNS

We also need to provide the name we want to run the Machine on... as a test, let's do
www.reed.edu again.

STEPS SPECIFY TARGET: Please provide parameters for the ’
machine to target.

1. Choose machine

2. Specify target
The DNS-to-IP-to-Other-DNS machine requires the following inputs:

DNS Name www.reed.edu

When we click Finish, the Machine will begin to run. See the output in Figure 26.
Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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BomwBEHEES ® & Maltego Classic 4.1.6
Investigate ~ View  Entities  Collections  Transforms  Machines  Collaboration  Import [ Export  Windows

r‘. @] Clear Graph | Number of Results ""‘ m ‘iri
|
Cut e e— =%

s e Quick Find in Entity 2
5
12 50 256 10k | Find Files | Selection &4 (2N

’

aQ
@
Q-

v

Search: o DNS-to-IP-to-Other-DNS
= * Recently Used * pares )

ss DNS Name

Machine completed
Domain Name Sys

= —  _ —  — — — ]
Domain 2 SNameToA)
An internet domai ca Address)

Machine completed with 8 entities
Email Address
An email mailbox

Netblock
A range of IP vers

E] Phrase

Any text or part tt

9 entities, 9 links

This output should look familiar (e.g., from when we ran these same transforms manually,
earlier in this write-up).

Note that just as when running Transforms manually, when you're running a Maltego
Machine you may need to rearrange or close panels, scroll, or use Investigate--> (magnifying
glass) [aka "Zoom to Fit"] to see portions of your results.

Caution: Note that Machines which perform "chained queries" may potentially end up
consuming multiple DNSDB queries from your quota every time they're run.

For example, assume you construct a Machine that finds all domains that use a given name
server, and then the Machine is programmed to look up each of those domains individually.
Such a Machine could consume hundreds or even thousands of queries or more depending
on the popularity/usage of that name server.

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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VI. Conclusion

Maltego is a very popular framework for conducting cyber forensic investigations and doing
other data mining.

You've now seen how you can easily use Farsight Security's DNSDB with Maltego as part of
your investigations.

In this write-up you've learned:

How to install the Farsight Transform Set for Maltego

How to configure the Transforms with your DNSDB API key
How to decode the Farsight Transform's naming convention
How to manually run the Transforms upon an Entity

How to save/export the results of your analysis

How to create and run a Maltego Machine to automate that process

We hope that Maltego DNSDB users have found this write up helpful.

If you have any feedback, please feel free to drop us a note to share your thoughts at
support@fsi.io
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Appendix A.

A Subtle But Critically Important "Side
Effect” of The "Number-of-Results" Slider...

The "Number-of-Results" slider controls the number of results displayed in a Maltego graph
-- that's well understood and as expected.

What may be less well understood is the fact that the "Number-of-Results" slider ALSO
shapes backend processing that's done by the Farsight DNSDB Transforms PRIOR TO
results getting displayed.

To understand the implications of this, consider the "Lookup *.$Domain" Transform. If we
have the Number-of-Results slider set to 256, and run the Transform on uoregon.edu, we
see a graph that looks like Figure 6:
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ESmBEH -« 0 o o Maltego Classic 4.1.

Investigate |

D E"‘. [ﬁ[ Clear Graph | Number of Results ‘l‘ m :

K Cut
Copy Paste 1 1 1 Quick Find in Entity

1
X Delete 12 50 256 10k | Find Files | Selection

>~ New Graph (1) X

= * Recently Use...

gs DNS Name
Domain Name Sy

Domain
An internet domi

Email Address
An email mailbo» uoregon.edu

Phrase
Any text or part

URL
An internet Unifc

Transfor...
+ All Transf...

+ PATERVA .. phloem.uoregon.edu uoregon.edu
= Farsight D...

[DNS...

We would normally expect to see MANY results in that graph, not just the two results
shown. So what happened?

The answer can be seen by a careful inspection of the Maltego "Details" Window. To check
it out, click on the uoregon.edu node near the bottom right portion of the graph shown in
the Graph Window, then go to Windows --> Detail View. You should see something that
looks like Figure 7:

Figure 7. Details View For One Output Node, Lookup *.$domain, for the case of
"uoregon.edu”

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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uoregon.eau

- Relationships

+ Incoming

- DNSDB Output

uoregon.edu.
uoregon.edu.
uoregon.edu.
uoregon.edu.
uoregon.edu.
uoregon.edu.
uoregon.edu.
uoregon.edu.
uoregon.edu.
uoregon.edu.
uoregon.edu.
uoregon.edu.
uoregon.edu.
uoregon.edu.
uoregon.edu.
uoregon.edu.
uoregon.edu.
uoregon.edu.
uoregon.edu.

uoregon.edu.

INA 128.223.4.2

INA 128.223.142.125
INA 128.223.142.13
INA 128.223.142.71
INA 128.223.142.89
INA 128.223.142.125
INA 128.223.142.125
INA 128.223.143.66
INA 128.223.142.244

IN SOA phloem.uoregon.edu.
IN SOA phloem.uoregon.edu.
IN SOA phloem.uoregon.edu.
IN SOA phloem.uoregon.edu.
IN SOA phloem.uoregon.edu.
IN SOA phloem.uoregon.edu.
IN SOA phloem.uoregon.edu.
IN SOA phloem.uoregon.edu.
IN SOA phloem.uoregon.edu.
IN SOA phloem.uoregon.edu.
IN SOA phloem.uoregon.edu.

hostmaster.uoregon.edu.
hostmaster.uoregon.edu.
hostmaster.uoregon.edu.
hostmaster.uoregon.edu.
hostmaster.uoregon.edu.
hostmaster.uoregon.edu.
hostmaster.uoregon.edu.
hostmaster.uoregon.edu.
hostmaster.uoregon.edu.
hostmaster.uoregon.edu.

hostmaster.uoregon.edu.

2014100900 14400 3600 605000 600
2014100907 14400 3600 605000 600
2014100908 14400 3600 605000 600
2014100909 14400 3600 605000 600
2014100910 14400 3600 605000 600
2014100911 14400 3600 605000 600
2014100912 14400 3600 605000 600
2014100913 14400 3600 605000 600
2014100914 14400 3600 605000 600
2014100915 14400 3600 605000 600
2014100916 14400 3600 605000 600

27

In this case, there are LOTS of results from DNSDB that all have the same left hand side (all
are "uoregon.edu"). Those results get condensed for display purposes, and end up getting
shown as just one (1) uoregon.edu node in the Maltego graph.

Unfortunately, there are so many results that get "used up" that way, other unique/more
interesting domains won't end up getting displayed if the Maltego transform is run with a
small "Number of Results" slider setting.

Q. 'Why Not Just Ignore The "Number of Results” Slider When Accumulating/
Aggregating Results?’

A. While we could just "brute force" the processing and collect up to a million results for
each step of the DNSDB Transform's analysis, doing so will normally be a waste of time and

effort if we're ultimately only going to ultimately display just 12 or 50 or 256 results.

That's why Farsight set the internal Transform-related processing limit to be an order of
magnitude higher than the specified output.

That said, if you encounter issues with "SOA pollution" or similar dreck in the "Lookup *.
$Domain" Transform, you may want to consider the alternative "Lookup *.$Domain/A"

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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Transform that will JUST return "A" records,! or leave the "Number of Results" slider set to
return the maximum number of results.

1 See also the "Lookup *.$Domain/AAAA" Transform that will JUST return IPvé "quad A" records, and the
"Lookup *.$Domain/CNAME" Transform that will JUST return CNAME records, too.

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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Appendix B.

Sample Transforms

Note: The numbering of the Transforms in this appendix correspond to the numbers
from Figure 8.

1. "To records with this hostname"
Name: paterva.v2.dnsdbrrsetDomain

Input Type: Domain
Input: fsi.io

104.244.13.104

ns5.dnsmadeeasy.co|

66.160.140/76 ns6.dnsmadeeasy.com

ns3.isc-sns.info

fsi.io. hostmaster.fsi.io. 20141... fsi.io. hostmaster.fsi.io. 20141...  fsi.io. hostmaster.fsi.io. 20141... fsi.io. hostmaster.fsi.io. 20141...

nsl.isc-sng.net ns.lahl.vix.com

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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2. "Lookup *.$domain"

Name: paterva.v2.dnsdbrrsetwclDomain
Input Type: Domain

Input: willamette.edu

Only selected columns shown

New Graph (1)

X-RatelLimit-Remaining: n/a

X-RateLimit-Reset: n/a (from entity "willamette.edu")

Transform [DNSDB] Lookup *.Sdomain returned with 9368 entities (from entity "willamette.edu")
Transform [DNSDB] Lookup =*.$domain done (from entity "willamette.edu")

1 of 9368 entities

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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3. "Lookup *.$domain/A"

Name: paterva.v2.dnsdbrrsetwclDomainA
Input Type: Domain

Input: willamette.edu

Only selected columns shown

New Graph (1) X

31

L | malteg JSName
library.willamette.edu

~ Relationships

+ Incoming

~ DNSDB Output

library.willamette.edu. IN A 158.104.100.73
-~ DNSDB JSON Output

{"count": 82749, "time_first": 1339457035, "rrtype”
"A", "rrname": "library.willamette.ed
"willamette.edu.”, "rdata": "158.104

“time_last™ 1521288550}

- Generator detail

Source willamette.edu
Transform

Gen. date

1 of 9305 entities

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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4, "Lookup *.$domain/AAAA"

Name: paterva.v2.dnsdbrrsetwclDomainAAAA
Input Type: Domain

Input: uoregon.edu

Only selected columns shown

New Graph (1)

< q y.DNSName
phloem.u

oregon.edu

- Relationships

+ Incoming

- DNSDE Output

phloem.uoregon.edu. IN AAAA 2001:468:d01:20::80df:2(
phloem.uoregon.edu. IN AAAA 2001:468:d01:20::80df:2(
phloem.uoregon.edu. IN AAAA 2001:468:d01::80df:2023
phloem.uoregon.edu. IN AAAA 2001:468:d01:20::80df:2(
phloem.uoregon.edu. IN AAAA 2001:468:d01:20::80df:2(
phloem.uoregon.edu. IN AAAA 2001:468:d01:20::80df:2(

~ DNSDB JSON Output

{"count": 2882, "rrtype™: "AAAA", "rrname”
phloem.uoregon.edu.”, "zone ne_first"
"zone_time_last™ 152131680 ailiwick
"2001:468:d01:20::80df:2023"}

{"count": 149302168, "time_first": 1277348940
“rrtype": "AAAA", "rrname"; "phloem.uoregon.edu.”,
"bailiwick” "rdata": "2 :468:d01:20::80df:2023",
“time_last™: 1521324247}

{"coun time_first™ 1515
phloem.uoregon.edu
2001:468:d01::80df
1516337018}

"count" time_first™ 1515816181, "rrtype™ "AAAA",
Running transform [DNSDB] Lookup =.$domain/AAAA on 1 entities (from entity phloem.uoregon.edu.”, *bailiwick": “edu.

v |
@ X-RateLimit-Limit: unlimited rdata": "2001:468:d01:20::80df:2003", "time_last":
| X-RateLimit-Remaining: n/a 1515816181}
X-RateLimit-Reset: n/a (from entity "uoregon.edu") o i e . 5
Transform [DNSDB] Lookup *.$domain/AAAA returned with 228 entities (from entity Ill_“’“” "SmSSG‘,_ﬁ. time_fir '1‘/7”5‘%95_’,”“’[‘.‘&’
Transform [DNSDB] Lookup #*.$domain/AAAA done (from entity "uoregon.edu") AAAA rrnamc.AnhIrJAcm.uorc.qon:edu. bailiwick
,"'rdata"; "2001:468:d01:20::80df:2023",
“time_last": 1521323537}

1 of 229 entities

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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5. "Lookup *.$domain/CNAME"

Name: paterva.v2.dnsdbrrsetwclDomainCNAME
Input Type: Domain

Input: uoregon.edu

Only selected columns shown

New Graph (1) X

o <

C - Relationships
+ Incoming

- DNSDB Output

admissions.uoregon.edu

admissions.uoregon.edu. IN CNAME secureserver.uoregc

admissions.uoregon.edu. IN CNAME drupal-cluster3.uor«

- DNSDB JSON Output

{"count™ 136558, "time_first": 1277542603, "rrtype":
"CNAME dmissions.uoregon.edu.”
"bailiwick”: "uoregon.edu.", "
"secureserver.uoregon.edu.”, . 414097890}
{"count”: 648052 me_first™: 1412801439, "rrtype".
"CNAME", "rrnam dmissions.uoregon.edu.”
"bailiwick": "uor n.edu.”, "rdat
"drupal-cluster3.uoregon.edu.”, "time_last™:
1521319260}

- Generator detail

Source
Transform

Gen. date

Running transform [DNSDB] Lookup *.$domain/CNAME on 1 entities (from entity
X-RateLimit-Limit: unlimited

X-RateLimit-Remaining: n/a

X-RateLimit-Reset: n/a (from entity “uoregon.edu")

Transform [DNSDB] Lookup #.%$domain/CNAME returned with 6704 entities (from entity
Transform [DNSDB] Lookup #*.$domain/CNAME done (from entity "uoregon.edu")

1 of 6705 entities

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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kn

6. "Lookup $domain.

Name: paterva.v2.dnsdbrrsetwcrDomain
Input Type: Domain

Input: uoregon

Only selected columns shown

Note: Input to this Transform may not be (strictly speaking) a complete and valid domain
per se.

New Graph (1) X

uoregon.net

- Relationships
+ Incoming
- DNSDB Output
regon.net. IN NS ns1.sprserver.com.
gon.net. IN NS ns2.sprserver.com.
uoregon.net. IN NS ns1.sedoparking.com.
uoregon.net. IN NS ns2.sedoparking.com.
uoregon.net. IN NS ns63.domaincontrol.com.
uoregon.net. IN NS ns64.domaincontrol.com.
uoregon.net. IN NS ns1.sprserver.com.
uoregon.net. IN NS ns2.sprser com.
uoregon.net. IN NS ns1.sedoparking.com.
uoregon.net. IN NS ns2.sedoparking.com.
uoregon.net. IN NS ns63.domaincontrol.com.
uoregon.net. IN NS ns64.domaincontrol.com.
uoregon.net. IN NS ns1.sedoparking.com.
uoregon.net. IN NS ns2.sedoparking.com.
gon.net. IN NS ns63.domaincontrol.com.

Running transform [DNSDB] Lookup $domain.* on 1 entities (from entity " uoregon.net. IN NS ns64.domaincontrol.com.
X-RateLimit-Limit: unlimited
X-RateLimit-Remaining: n/a
X-RatelLimit-Reset: n/a (from entity "uoregon") uoregon.net.
Transform [DNSDB] Lookup Sdomain.* returned with 84@ entities (from entity " uoregon.net. IN MX 0 smtp.secureserver.net.
Transform [DNSDB] Lookup $domain.* done {from entity "uoregon")

uoregon.net. IN MX O localhost.

IN MX 0 mail.nickstel.com

uoregon.net, IN MX 10 mailstorel.secureserver.net.

1 of 841 entities

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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7. "Lookup $domain.*/A"

Name: paterva.v2.dnsdbrrsetwcrDomainA
Input Type: Domain

Input: uoregon

Only selected columns shown

Note: Input to this Transform may not be (strictly speaking) a complete and valid domain per
se.

uoregon.kappadelta.org

- Relationships

+ Incoming

-~ DNSDB Output

uoregon.kappadelta.org. IN A 54.81.65.83
uoregon.kappadelta.org. IN A 209.208.116.50
- DNSDB JSON Output

{"count™: 2832, "time_first": 14189 L rrtype”: "A", "rrname":
appadelta.org.”, "rdata"

"uoregon.kappadelta.org.”, "
"209.208.116.50", “time_last™ 137,

- Generator detail

Source
Transform

Gen. date

X-RateLimit-Remaining: n/a

X-RateLimit-Reset: n/a (from entity "uoregon"}

Transform [DNSDB] Lookup $domain.=/A returned with 432 entities {(from entity|
Transform [DNSDB] Lookup Sdomain.#/A done (from entity "uoregon"}

1 of 433 entities

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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8. "Lookup $domain.*/AAAA"

Name: paterva.v2.dnsdbrrsetwcrDomainAAAA
Input Type: Domain
Input: uoregon

Note: Input to this Transform may not be (strictly speaking) a complete and valid domain per
se.

New Graph (1)
1

H | DN

d‘ uoregon.co

A ',6\, - Relationships
®.

I- + Incoming

X

X uoregon - DNSDB Output

;‘I: uoregon.co. IN AAAA 2400:cb00:2048:1::681f:42e0
2 uoregon.co. IN AAAA 2400:cbC

:\: - DNSDB JSON Output

o

{"count”: 11, “time_first’

- 3 508
I e “uoregon.co.”, "bailiwick’ ;
* “2400:cb00:2048:1::681f:42¢e0", "

=

{"count”: 11, “time_first™: 149760
woregon.edu woregon.mycampusdirector? com  uordgon.callistocampus.org e -
IW N 2400.ch00:2
- ~ Generator detail
-— |
{ ] Source
e \

uoregon wtf uoregon.chinsights.com uoregon co Transform

Q

L N

5 R Gen. date
y

.

.

"*' uoregonmoneybird.com  uoregon apirmal blindsidenetwor,

X-RateLimit~-Limit: unlimited
X-RateLimit-Remaining: n/a

@[ X-RateLimit-Reset: n/a (from entity "uoregon"}
Transform [DNSDB] Lookup $domain.x/AAAA returned with 8 entities (from entity
Transform [DNSDB] Lookup $domain.*/AAAA done (from entity “uoregon")

1 of 9 entities

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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9. "Lookup $domain.*/CNAME"

Name: paterva.v2.dnsdbrrsetwcrDomainCNAME
Input Type: Domain
Input: uoregon

Note: Input to this Transform may not be (strictly speaking) a complete and valid domain per
se.

New Graph (1)

uoregon.sharepoint.com

- Relationships

+ Incoming

-~ DNSDB Output

uoregon.sharepoint.com. IN CNAME prodnet296-253a0000.sharepointonline.ct
uoregon.sharepoint.com. IN CNAME prodnet2 3edgea0000.sharepointonl

- DNSDB JSON Output

1486445206}

{"count”; 19600, “tim 1486254

"y egon.share "bailiwic arepoint.com.”,

"prodnet29 geal000.sharepointonline.c: adns.net.”, “time_last"
1521321045}

- Generator detail

Source L
Transform

Gen. date 2018

X-RateLimit-Limit: unlimited

X-RateLimit-Remaining: n/a

X-RateLimit-Reset: n/a {from entity "ucregon")

Transform [DNSDB] Lookup $domain.*/CNAME returned with 346 entities (from entity
Transform [DNSDB] Lookup $domain.#/CNAME done (from entity "uoregon")

1 of 347 entities

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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10. "Lookup NS for this Domain"

Name: paterva.v2.dnsdbrrsetDomainNS
Input Type: Domain
Input: reed.edu

[DNS
[DNSDB] Lookup NS for this

[Di

ns1l.milw.twtelecom.net

nsl.iplt.

tick.reed.edu ns4.level3.net ns3.level3.net

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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11. "Lookup MX for this Domain"

Name: paterva.v2.dnsdbrrsetDomainMX
Input Type: Domain
Input: ucla.edu

7
[DNSDB] Lookup MX [gr/l’his Dgtha this Domain
DNSDB] Lookup MX for this l"wrwu[DM,S'ij] Loollip orfthis Domain [DNSDB] Lookup MX for this Domain
[DNSDB] Lookup MXA0r this Dopfa [BNSDB] Dgokup MX
[DNSDB] Lookup MX f()bggﬁ\s Domain Lgbkup MX for {hisepomain

r this Domain

mx-csb2.smtp.ucla.ed : 4 . .smtp.ucla.edu x-asml.smtp.ucla.edu

v4.smtp.ucla.ed mx-csbl.smtp.ucla.edu mx-ucb2.smtp.ucla.edu  mx-ucbl.smtp.ucla.edu

smtp.ucla.edu

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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12. "To DNSNames with this value"

Name: paterva.v2.dnsdbrdataDomain
Input Type: Domain
Input: ietf.org

New Graph (1) X

‘

3

*
C
Vie
(Il
e
T

~

Y

~

N

{ <
]

38%8&%&&&%88&@&8%&888%.

o

39 entities (2 nodes), 38 links (1 edge)

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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13. "To records with this hostname"

Name: paterva.v2.dnsdbrrsetDNSName
Input Type: DNS Name
Input: www.fsi.io

New Graph (1) X

[

B

.
b
o
e ——
™~
m /
b ¥ 4
- /.

.
™3
N

www.fsi.io
\\5[/
104.244.13.104 66.160.140.76 2620:11c:f004::104

2001:470:b0::76

[ 1] il s s o0 o
' EQ *Ef. X %
N
[l

e
-7

o Na¥ o

2 ¢

~
1 of 1 entity

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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14. "Lookup *.$dnsname"

Name: paterva.v2.dnsdbrrsetwcIDNSName
Input Type: DNS Name
Input: cs.uoregon.edu

NOTE: DO NOT INCLUDE THE LEADING ASTERISK AND DOT IN THE SUPPLIED INPUT

New Graph (1)

E] '
<

- Relationships

Nan
planetiabl.cs.uoregon.edu

+ Incoming
~ DNSDEB Output
planetiabl.cs.uoregon.edu. INA 128.223.8.111

planetlabl.cs.uoregon.edu. IN A 128. .8.111

- DNSDB JSON Output
{"count": 825, "time_first": 1283123184, "rrtype”: "A", "rrname"

abl.cs.uoregon.edu.”, "bailiwick™ "uoregon.edu.”, "rdata”
212 31}

- Generator detail

Source
Transform

Gen. date

Running transform [DNSDB] Lookup #*.$dnsname on 1 entities (from entity *
X~-RateLimit~Limit: unlimited

X-RateLimit-Remaining: n/a

X-RateLimit-Reset: n/a (from entity "cs.uoregon.edu™)

Transform [DNSDB] Lookup *,$dnsname returned with 408 entities (from entity
Transform [DNSDB] Lockup *.Sdnsname done (from entity “cs.uoregon.edu")

1 of 408 entities

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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15. "Lookup *.$dnsname/A"

Name: paterva.v2.dnsdbrrsetwcIDNSNameA
Input Type: DNS Name
Input: cs.uoregon.edu

NOTE: DO NOT INCLUDE THE LEADING ASTERISK AND DOT IN THE SUPPLIED INPUT

New Graph (1) X
_
% \.

'

X7
o

!

EEEEEEBEEEBEEEEBEERE -

X-RatelLimit-Reset: n/a (from entity "cs.uoregon.edu")

Transform [DNSDB] Lookup $dnsname.x/A returned with 4 entities (from entity "cs.uoregon.edu")
Transform [DNSDB] Lookup $dnsname.x/A done (from entity "cs.uoregon.edu")

Running transform [DNSDB] Lookup *.$dnsname/A on 1 entities (from entity "cs.uoregon.edu")
X-RateLimit-Limit: unlimited

X-RatelLimit-Remaining: n/a

X-RateLimit-Reset: n/a (from entity "cs.uoregon.edu")

Transform [DNSDB] Lookup *.$dnsname/A returned with 342 entities (from entity "cs.uoregon.edu")
Transform [DNSDB] Lookup *.$dnsname/A done (from entity '"cs.uoregon.edu')

£ <

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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16. "Lookup *.$dnsname/AAAA"

Name: paterva.v2.dnsdbrrsetwcIDNSNameAAAA
Input Type: DNS Name

Input: cs.uoregon.edu

List view with some columns deleted.

NOTE: DO NOT INCLUDE THE LEADING ASTERISK AND DOT IN THE SUPPLIED INPUT

New Graph (1) X
[F
reeze | ) e
p dns.cs.uoregon.edu

3
C - Relationships

+ Incoming

- DNSDB Output

dns.cs.uoregon.edu. IN AAAA 2001:468:d01
dns.cs.uoregon.edu. IN AAAA 2001:468:d01
dns.cs.uoregon.edu. IN AAAA 2001:468:d01
dns.cs.uoregon.edu. IN AAAA 2001:468:d01

BEEEEEB

- DNSDB JSON Output

{"count™; 17, "time_first": 1397643051,
"rrtype”™: "AAAA", “rrnam
"dns.cs.uoregon.

"rdata”: “2001:468

"time_last"; 1401247446}

.
5]

53]
43)
43]
43
43

Running transform [DNSDB] Lookup #*.$dnsname/AAAA on 1 entities (from entity "cs.uoregon.edu")
X-RateLimit-Limit: unlimited

X-RateLimit-Remaining: n/a

X-RateLimit-Reset: n/a (from entity 'cs.uoreqgon.edu")

Transform [DNSDB] Lookup #*.$dnsname/AAAA done (from entity "cs.uoregon.edu") 1474553474}

1 of 44 entities

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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17. "Lookup *.$dnsname/CNAME"

Name: paterva.v2.dnsdbrrsetwcIDNSNameCNAME
Input Type: DNS Name
Input: uoregon.edu

NOTE: DO NOT INCLUDE THE LEADING ASTERISK AND DOT IN THE SUPPLIED INPUT

New Graph (1) X

e d maltego.DNSN:
V\'\V\N.UOTEQOH.EdU

- Relationships
+ Incoming
- DNSDB Output
uoregon.edu. IN CNAME wc uoregon.edu.
regon.edu. IN CNAME uc .uoregon.eds

www.uoregon.edu. IN CNAME drupal-clusterS.uoregc

¥ R ot

- DNSDE JSON Output

{"count™: 1002955, "time_first": 1378997049,

N %

"1 1241361, "time_first": 1419869370,
"CNAME", "rrname”: "www.uoregon.edu.”,
"uoregon.edu.”,

‘ 2 . X g "drupal-cluster5.uoregon.edu.”, "time_last™
Running transform [DNSDB] Lookup #.$dnsname/CNAME on 1 entities (from entity '"uoregon.edu") 1521335602}

X-RateLimit-Limit: unlimited
X-RateLimit-Remaining: n/a - Generator detail
X-RateLimit-Reset: n/a (from entity "uoregon.edu")

Transform [DNSDB] Lookup *.S$dnsname/CNAME returned with 6704 entities (from entity

Source uo
Transform [DNSDB] Lookup =.S$dnsname/CNAME done (from entity "uoregon.edu") [

Transform

1 of 6705 entities

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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18. "Lookup $dnsname.*"
Name: paterva.v2.dnsdbrrsetwcrDNSName
Input Type: DNS Name

Input: uoregon

NOTE: DO NOT INCLUDE THE TRAILING DOT AND ASTERISK IN THE SUPPLIED INPUT

New Graph (1) X

=
™
2

i
g
= B
ol
u

~

.

¥

s

'S

!

j%@%‘@%%%ﬁ'é@@%%%@@@@°

X-RatelLimit-Remaining: n/a

¥ X-RateLimit-Reset: n/a (from entity "uoregon")

@] Transform [DNSDB] Lookup $dnsname.x returned with 839 entities (from entity "uoregon")
Transform [DNSDB] Lookup $dnsname.x done (from entity "uoregon')

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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19. "Lookup $dnsname.*/A"

Name: paterva.v2.dnsdbrrsetwcrDNSNameA
Input Type: DNS Name
Input: uoregon

NOTE: DO NOT INCLUDE THE TRAILING DOT AND ASTERISK IN THE SUPPLIED INPUT

New Graph (1) X

uoregon.studentaidcalculator.com

- Relationships

+ Incoming

- DNSDB Output

uoregon.studentaidcalculator.com. INA 38.111.41.7.

uoregon.studentaidcalculator.com. INA 65.74.151.21
DNSDB JSON Output

{"count”™; 12, “time_first": 1394165073, "rrtype"; "A",
"rrname”: "uoregon.studentaidcalculator.com.”,
"bailiwick™: "studentaidcalculator.com.”
"38.111.41.727, "time_last": 1394177441}

{"count”: 54906, "time_first": 1315590061, "rrtype™:
"A", "rrname”: "uoregon.studentaidcalculator.com.”,
"bailiwick™: “studentaidcalculator.com.”, "rdata":
"65.74.151.20%, "time_last": 1505790545}

- Generator detail

Source uoreg
Transform [D

Gen. date

Running transform [DNSDB] Lookup Sdnsname.*/A on 1 entities (from entity "uoregon")
X-RateLimit-Limit: unlimited

X-RateLimit-Remaining: n/a

X-RateLimit-Reset: n/a (from entity "uoregon")

Transform [DNSDB] Lookup $dnsname.=x/A returned with 432 entities (from entity "uoregon™)
Transform [DNSDB] Lookup $dnsname.=/A done (from entity "uoregon")

1 of 433 entities

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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20. "Lookup $dnsname.*/AAAA"

Name: paterva.v2.dnsdbrrsetwcrDNSNameAAAA
Input Type: DNS Name
Input: uoregon

NOTE: DO NOT INCLUDE THE TRAILING DOT AND ASTERISK IN THE SUPPLIED INPUT

New Graph (1) x

-

DNS
g
LE 1)
»
|- uoregon

s Y
iteeze) < g <
% = =

uoregon.edu uoregon.mycampusdirector2.com uoregon.callistocampus.org

uoregon.wtf uoregon.chinsights.com uoregon.co

2
[

o uoregon.api.rnal.blindsidenetwor... uoregon.moneybird.com

h 4 Running transform [DNSDB] Lookup $dnsname.x/AAAA on 1 entities (from entity "uoregon")
X-RateLimit-Limit: unlimited

IEI X-RateLimit-Remaining: n/a
X-RateLimit-Reset: n/a (from entity "uoregon")
Transform [DNSDB] Lookup $dnsname.x/AAAA returned with 8 entities (from entity "uoregon")
Transform [DNSDB] Lookup $dnsname.x/AAAA done (from entity "uoregon")

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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21. "Lookup $dnsname.*/CNAME"

Name: paterva.v2.dnsdbrrsetwcrDNSNameCNAME
Input Type: DNS Name
Input: uoregon

NOTE: DO NOT INCLUDE THE TRAILING DOT AND ASTERISK IN THE SUPPLIED INPUT

New Graph (1) X

e d m ) SName
uoregon.sharepoint.com

Q*E.

- Relationships

+ Incoming

- DNSDB Output

uoregon.sharepoint.com. IN CNAME prodnet296-25:

uoregon.sharepoint.com. IN CNAME prodnet296-257
- DNSDE JSON Output

{"count™ 10811, "time_first": 1431563656, "rrtype”
"CNAME", "rrname”; "uoregon.sharepoint.com.”,
"bailiwick": "sharepoint.com.”, "rdata"
"prodnet296-253a0000.sharepointonline.com.akadn
“time_last": 1486445206}

{"count": 19628, "time_first": 1486254008, "rrtype”

5 ame”: "uoregon.sharepoint.com.”,
arepoint.com.”, "rdata"
253edgea0000.sharepointonline.com.a

“time_last": 1521331917}

L¥aLS o NN
»v o v e liE

- Generator detail

Source 1]
[DNSI

Transform

46|
346}
546!
346}
346}
346
346)
346!
346!
546}
346}
346}
346}
346!

Gen. date

Running transform [DNSDB] Lookup $dnsname.*/CNAME on 1 entities (from entity "uoregon")
X-RateLimit-Limit: unlimited

X-RateLimit-Remaining: n/a

X-RateLimit-Reset: n/a (from entity "uoregon™)

Transform [DNSDB] Lookup Sdnsname.x/CNAME returned with 346 entities (from entity "uoregon'
Transform [DNSDB] Lookup Sdnsname.*/CNAME done (from entity "uoregon")

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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22. "To A Records for this DNSName"

Name: paterva.v2.dnsdbrrsetDNSNameToA
Input Type: DNS Name
Input: phloem.uoregon.edu

New Graph (1) X

‘ i
T  twe  Eemy W 4 @ 41 ObsevgonCount
-* ] :

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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23. "To AAAA Records for this DNSName"

Name: paterva.v2.dnsdbrrsetDNSNameToAAAA
Input Type: DNS Name
Input: phloem.uoregon.edu

New Graph (1) X
|

-
s e
b

o
vea
e

»
.
(<

-

2001:468:d01:20::80df:2023

L
o«
L)
%
* A
=
e

e

DNS
<4 ,
i - «— o

2001:468:d01:20:80df:2003 phloem.uoregon.edu

; L
’ N

=

2001:468:d01::80df:2023

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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24. "To TXT Records for this DNSName"

Name: paterva.v2.dnsdbrrsetDNSNameToT XT
Input Type: DNS Name
Input: *.fsi.io

New Graph (1) X

e

6 entities, 5 links

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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25. "To NS for this DNSName"

Name: paterva.v2.dnsdbrrsetDNSNameToNS
Input Type: DNS Name
Input: www.ucla.edu

——
[ - g

_——
- N

www.ucla.edu

N
N

e

/
»')(/

ns4.dns.ucla.edu ns3.dns.ucla.edu ns2.dns.ucla.edu

nsl.dns.ucla.edu

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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26. "To MX for this DNSName"

Name: paterva.v2.dnsdbrrsetDNSNameToMX
Input Type: DNS Name
Input: ucla.edu

New Graph (1) X
|

o (=)
\ . |

/
ucla.edu
~ -

€
e
ke

mx-uchl.smtp.uclagddu mx-asm2.smtp.ucla.edu mx-asml.smtp.ucla.edu v4.smtp.ucla.edu

. smtp.ucla.edu

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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27. "To SOA Records for this DNSName"

Name: paterva.v2.dnsdbrrsetDNSNameToSOA
Input Type: DNS Name
Input: ucla.edu

New Graph (1) X

HEFQ %

¥ R¥ gfe
-

v
-
'S
]

BEEEEEEEEEEEEEEEEEEEEE

;5-}'

~
51 entities (2 nodes), 50 links (1 edge)

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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28. "To SRV Records for this DNSName"

Name: paterva.v2.dnsdbrrsetDNSNameToSRV
Input Type: DNS Name
Input: *.fsi.io

New Graph (1) X

St

6 entities, 5 links

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.



Using Maltego with Farsight DNSDB 57

29. "Records with this value"

Name: paterva.v2.dnsdbrdataDNSName

Input Type: DNS Name

Input: phloem.uoregon.edu

Results limited to no more than 50 results for the purposes of this example

‘

New Graph (1) X

‘
. An a n
‘e ;
5 Y g i S i Y
£ g 3 g
. ;-\ ;-\ ;‘ ' '
! H g 5 H
3 14 4 ] 4 3
X 2 g 3 N : . 5 S
3

)' :'

metaswap.com

2 S < N . : g 2 g
. 2. “- 5. n ' »~'
- B 3 2 % i - R,

K
»

: ™

aBB

-~

51 entities (2 nodes), 50 links (1 edge)

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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30. "Domains Using This MX"

Name: paterva.v2.dnsdbrdataMXType

Input Type: DNS Name

Input: microsoft-com.mail.protection.outlook.com
Limited to: MX records

List view

New Graph (1) X

|

[ e |

X-RateLimit-Limit: unlimited

X-RateLimit-Remaining: n/a

X-RateLimit-Reset: n/a (from entity "microsoft-com.mail.protection.ou...")

Transform [DNSDB] Domains using this MX returned with 27 entities (from entity "microsoft-com.mail.protection.ou
Transform [DNSDB] Domains using this MX done (from entity "microsoft-com.mail.protection.ou..."}

28 entities (2 nodes), 27 links (1 edge)

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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31. "Domains Using This NS"

Name: paterva.v2.dnsdbrdataNSType

Input Type: DNS Name

Input: phloem.uoregon.edu

Limited to: NS records

Number of results set to 256 (there were more than that in this case)
List view

Only selected columns shown

New Graph (1) X

[Freeze|
%

c

[View |

|. .
‘_};j‘v.

¥ Ry

=

X-RateLimit-Reset: n/a (from entity "phloem.uoregon.edu")
Transform [DNSDB] Domains using this NS returned with 257 entities (fr
Transform [DNSDB] Domains using this NS done (from entity "phloem.uore

X
m

|
 —

32. "Lookup *.$phrase"

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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Name: paterva.v2.dnsdbrrsetwclPhrase
Input Type: Phrase

Input: eou.edu

Only selected columns shown

New Graph (1) X

!

\ <<
* : e

C | - Relationships

: + Incoming

| ‘ - DNSDB Output
- ‘ www.eou.edu. IN CNAME eou.edu.

www.eou.edu. IN CNAME harris.eou.edu.
<. |

- DNSDB JSON Output

{"count": 405757, "time_first": 1310000159, "rrtype";
"CNAME", "r "www.eou.edu.", "bailiwick™:
"eou.edu.", "rdata"; "eou.edu.”, "time_last"; 1521239889}
{"count™: 57674, "time_first": 1277414228, "rrtype"
"CNAME www.eou.edu.", "bailiwick™:

, "time_last":

~ Generator detail

Source eou
Transform [DNSDB

‘6 Gen, date
X

X-RateLimit-Remaining: n/a

X-RateLimit-Reset: n/a (from entity "eou.edu")

Transform [DNSDB] Lookup *.$phrase returned with 2644 entities
Transform [DNSDB] Lookup #*.$phrase done (from entity "eou.edu")

1 of 2645 entities

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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33. "lookup $phrase.*"

Name: paterva.v2.dnsdbrrsetwcrPhrase
Input Type: Phrase
Input: www.ibm

New Graph (1) X

| 5
[Covour] PN
d\ |

2
s

I- www.ibm

an N 4
s
s

o=

[Freeze

*
.

IW www.ibm.la www.ibm.su www.ibm.pc.support.co
-
-

o

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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34. "To DNSNames from this IPv6 Address"

Name: paterva.v2.dnsdbrdatalPv6Address
Input Type: Phrase
Input: 2400:cb00:2048:1::6814:155

New Graph (1) X

)

4

e 4
. /
=
www.ietf.org.cdn.cloudflare#dnss... www.ictf.org.c‘Ln.cloudflare.net

/
<

¥
-
A2 o .
.
- o
== -

< dnssec.ietf.org.cdn.cloudflare.net beta.ietf.org.cdn.cloudflare.net

-TT@Q %E

Al 2400:cb00:2048:1:6814:155
.I: N < g »/
/
e /
- /
o= /

v \5\

< d

dnssec.ietf.org.cdn.cloudflare-d...

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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35. "To DNSNames from this email"

Name: paterva.v2.dnsdbrrsetEmail
Input Type: Email address
Input: stsauver@fsi.io

New Graph (1) X

. :
= ‘@.)
1 ) stsauver@fsi.io :
~

3

X =) B 8
(Freeze

* 104.244.13.104 66/160.140.76 ns6.dnsmadeeasy.com ns5.dnsmadeeasy.com

3 BB B B

ns3.isc-sns.info, ns2.isc-sns.com nsl.isc-sns.net ns.lahl.vix.com

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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36. "MX from E-mail address"

Name: paterva.v2.dnsdbrrsetEmailMX

Input Type: Email address

Input: stsauver@fsi.io

Results limited to no more than 12 results for the purposes of this example

New Graph (1) X

Layou!
o

*
o«
-s
% F:

[E=3 e R
stsauver@fsi.io

3

C
[

bl

b 4 (|

hq.fsi.io mail.fsi.io

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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37. "To DNSNames from this URL"

Name: paterva.v2.dnsdbrrsetURL
Input Type: URL
Input: https:/www.ieee.org/

New Graph (1) X

-

3 | ™)

-". i f
www.ieee.org

;I: \\__,/’
b 3

%

(Fre|

: <
F

- www.ieee.org.edgekey.net
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38. "To DNSNames with this IP"

Name: paterva.v2.dnsdbrdatalPv4Address
Input Type: IPv4 Address
Input: 128.223.32.35

New Graph (1) X S22V

[F
Lavou
o

™ o,

o 128.223.32.35
s

el
.-

e o e 2
e oo

==
e

IW phloem.ucregon.edu ns.eslared.org.ve c.ns.usac.edu.gt ns.51055.ip4.verteiltesysteme.net

—

—

e

» ntp.uoregon.edu ns.a.jm.ip4.verteiltesysteme.net  ns.a.mz.ip4.verteiltesysteme.net ns.a.ci.ip4.verteiltesysteme.net

.

oy

44 (] |

b A 2

’ 3 o,
ns.a.gq.ip4.verteiltesysteme.net  ns.a.gy.ip4.verteiltesysteme.net  ns.a.ms.ip4.verteiltesysteme.net ns.a.ly.ip4.verteiltesysteme.net

ns.a.t.ipd.verteiltesysteme.net  ns.a.do.ipd.verteiitesysteme.net  ns.a.etip4.verteiltesysteme.net

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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39. "To DNSNames with this value"
Name: paterva.v2.dnsdbrdataNetblock
Input Type: Netblock

Input: 128.223.32.0-128.223.32.255

IPv6 netblocks or CIDR netblocks are phrases, not "netblocks" at this point in time.

New Graph (1) X

> EEEEEEEEEBEEBEEEEEEEEREE B

~

29 entities (2 nodes), 28 links (1 edge)

Copyright © 2018 Farsight Security, Inc. All trademarks are properties of their respective owners.
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