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Introduction

Welcome to this Best Practices Guide from DomainTools. This reference
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The Guide consists of four sections:

The current threat landscape
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The Cyber Threat
Landscape
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https://www.domaintools.com/products/platform/
https://www.domaintools.com/products/platform/iris-detect/
https://www.domaintools.com/products/platform/iris-enrich/
https://www.domaintools.com/products/platform/iris-investigate/
https://www.domaintools.com/products/threat-intelligence-feeds/domain-visibility/farsight-nod/
https://www.domaintools.com/products/threat-intelligence-feeds/domain-visibility/farsight-noh/#:~:text=%E2%80%9CFarsight's%20NOH%20is%20very%20valuable%20for%20malware%20discovery.%E2%80%9D&text=Farsight%20validates%20that%20more%20than,an%20hourly%20CSV%20format%20file.
https://www.domaintools.com/products/threat-intelligence-feeds/
https://www.domaintools.com/products/monitors/
https://www.domaintools.com/products/farsight-dnsdb/
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Example: Banking
Spoof Campaign
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(m] s 2023-07-1 F P IP INFORM N CC HOSTNAM IP INFORMATION JDRES
193.239.84.207 @ 9009 GB monovm.venus.orderbox-dns.com 162.251.82.248 please query the rdds service of the registrar ot

162.25182121 € 1503131977@gmail.com
162.251.82120
162.251.82.249

please query the rdds service of the registrar ot
please query the rdds service of the registrar ot
menovm.earth.orderbox-dns.com 162.251.82.246

162.251.82.247

162.251.82.118

162.251.82.N9

abuse@publicdomainregistry.com

imonovm.mars.orderbox-dns.com 162.251.82.125
162.251.82.124
162.251.82.253
162.251.82.252
menovm. mercury.orderbox-dns.com  162.251.82.251
162.251.82.250
162.251.82122
162.251.82.123

O ustreasurydept-us.com { 2025-07-03 SP IP INFORMATIO SN €« HOSTNA
§ 193.239.84.207 @ 9009 GB monovm.mars.orderbox-dns.com 162.251.62.252 @ 1s03131977@gmail.com

162.251.82.125 o 1s03131977@gmail.com
162.251.82.124
162.251.82.253

1503131977@gmail.com

1503131977@gmail.com
monovm.earth.orderbox-dns.com 162.251.82.118

162.251.82.247
162.251.82.246
162.251.82.119

abuse-contoct@publicdomainregistry.com
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Avg Risk 192 Avg Age

atally B e fu EfIE -Ip-ISELAE/-'Aek-""UEA|e-V
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erldbankefoeom VI 'AEEE-BUS®fS-ISE-AE-eEIAVT-8VAE
VE-ISE-—-cUE -EFAIAEEI-"UELE- nl-®VIfs
EIAEEI- VRE-e - Appgoa -pA-v aUSEA

whitehouseus-gov.com
ustreasurydept-us.com
Vs e AT dE-fv -AEE-I15VI-I§E-AE-c £AIAVTI-(E®
us-depthomelandsec-gov.com V-f©GEVA-(',V CEA_—LI'-VfiCEUCEiéO-ACE(J v
ubaamericaa.com TEU-"p®vee £-Uckls-183/F- floeleplE-v
ssgxx.com e -ISE-dSueF-AEfPUA EO0-FEpu-UE-Iv--15
headoffiice.com Uels-J fleUmia- OTEIEA/K-dE-fv/ -vO /|
finnmaswfinmasupauthority.com ISE-ceF£lvoecdviceu -¢v EO-00 -'Acc £-"'"
cbnnig-gov.com Iu-Alef80a-£EEE-¢v EA E-pA-fOTAIEA
al-rayanbank-uk.com the set of domains.
Istnb-tx.com

lcbc-us.com
usdepartmentofdefense-gov.com
nibebank-nl.com
federallreserveboard.com
fbi-usgov.com

usbancorprivatebanking.com

O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O

&9 corporateheadqtrs.com

ALL (59) NEW

EXPAND
COMMON (3)
NARROW

MISSING (56) EXCLUDE
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hsbcbank.us 2023-09-02 namesilo.com

327PM : : . -
@ INSPECT P jonashounkanlin505@gmail.com Admin gocheapweb.com
3 monihs ago

© 10 GUIDED PIVOTS sB4@gocheapweb.com DNS/SOA gmail.com

jonashounkanlin505@gmail.com Registrant
jonashounkanlin505@gmail.com Technical

abuse@namesilo.com Whois

hsbcbankea.com 2023-11-22 bigrock.com
1:59 AM

@, INSPECT frankocean202@outiook.com Admin outlock.com
?days ago
@ 6 GUIDED PIVOTS frankocean202@outlook.com DNS/SOA
frankocean202@outlock.com Registrant
frankocean202@outlook.com Technical

abuse@bigrock.com Whois

A-Urls-ISE- AEI-ERVR,OEO0-UE-IV-—E -ISELAE-"u®vVve A-VE-F UL -v -ERVE
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the same email address:
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DOMAIN RISK SCORE ¥
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> firstbknig.com Tu-v-J Av 8-3uug8®v K-vOO-pue-Uscef3-SVvUE
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O1e(0i0o 010101010104 010 101010

marbella-courierltd.com

Visualization F

Q EDITFIELDS ==« NODE INSPECTOR

Domain

e
_ Frank Lookman «
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Conclusion and
Additional Resources
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Impersonation Scams
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