
Examples of “Chenlun” phishes and their processing domains gleaned from 

configuration files

Phishing domain: usps.postpathx[.]com 

Processing domain: hd.10-admin[.]top

Phishing domain: usps.shippstmax[.]com 

Processing domain: hd.10-admin[.]top

Phishing domain: usps.mybusimail[.]com

Processing domain: hd.10-admin[.]top

Phishing domain: usps.stampmails[.]com

Processing domain: hd.2-admin[.]top

Phishing domain: usps.trcikpost[.]com

Processing domain: hd.3-admin[.]top

Phishing domain: usps.smartpost[.]top

Processing domain: hd.7-admin[.]top

Phishing domain: usps.trackpkg[.]top

Processing domain: hd.7-admin[.]top

Phishing domain: usps.trckstaimp[.]com

Processing domain: hd.2-admin[.]top

Phishing domain: uspsnqi[.]top

Processing domain: uspspai[.]top

Phishing domain: usphq[.]top

Processing domain: uspvd[.]top

Phishing domain: uspsk[.]top

Processing domain: uspsho[.]top

Phishing domain: usps.usmessages[.]top

Processing domain: adminren1[.]top

Phishing domain: usxahkl[.]top

Processing domain: usqfyf[.]top

Phishing domain: us-spsmus[.]cc



Processing domain: 391623mma[.]top

Phishing domain: uspscf[.]top

Processing domain: uspsho[.]top

Phishing domain: uspsha[.]top

Processing domain: uspsho[.]top

Phishing domain: usposp-delivery[.]com

Processing domain: houtai.usposp-delivery[.]com

Phishing domain: usps.uspxsn[.]com

Processing domain: uspxsh[.]com

Phishing domain: uspost-us[.]shop

Processing domain: wozhenshuai[.]xyz

Phishing domain: usfhob[.]top

Processing domain: usqfyf[.]top

Phishing domain: tools.tracknumber-usps[.]com

Processing domain: usps-ordernum[.]top

Phishing domain: usps.com.uspqrn[.]shop

Processing domain: uspqqr[.]shop

Phishing domain: uspqrn[.]shop

Processing domain: uspqqr[.]shop

Phishing domain: uspsxn[.]top

Processing domain: uspsho[.]top

Phishing domain: uspsz[.]top

Processing domain: uspsho[.]top

Phishing domain: uspsxf[.]top

Processing domain: uspsho[.]top

Phishing domain: uspspsu[.]com

Processing domain: yd543[.]com

Phishing domain: tools.packages-usps[.]top

Processing domain: usps-ordernum[.]top



Phishing domain: uspsxj[.]top

Processing domain: uspsho[.]top

Phishing domain: report-uspost[.]com

Processing domain: report-uspost.uspost-panel[.]com

Phishing domain: usqctkt[.]top

Processing domain: usqfyf[.]top

Phishing domain: uspzsfd[.]top

Processing domain: uspfdfs[.]top

Phishing domain: usp-delivery[.]com

Processing domain: houtai.usp-delivery[.]com

Phishing domain: usposu-delivery[.]com

Processing domain: houtai.usposu-delivery[.]com

Phishing domain: uswfcn[.]top

Processing domain: usqfyf[.]top

Phishing domain: uaspsp[.]com

Processing domain: houtai.uaspsp[.]com

Phishing domain: usps.com.uspqrj[.]shop

Processing domain: uspqqw[.]shop

Phishing domain: reship-usps-pickcenter[.]top

Processing domain: infoerror-usps-uspost[.]com

Phishing domain: usserversps[.]com

Processing domain: friendmile[.]top

Phishing domain: uspssmtp[.]top

Processing domain: admin2022apps[.]top

Phishing domain: usps.uspsxr[.]com

Processing domain: uspxsh[.]com

Phishing domain: usps.uspswz[.]com

Processing domain: "w3.dddadmin[.]top

Phishing domain: uslyjl[.]top



Processing domain: usqfyf[.]top

Phishing domain: usoplx[.]top

Processing domain: ushhrs[.]top

Phishing domain: uspdbs[.]co

Processing domain: usfidrs[.]co

Phishing domain:         uspsinfoonline[.]shop

Processing domain:      asdasdwqwe[.]site

 

Phishing domain:         uspsportal[.]shop

Processing domain:      asdasdwqwe[.]site

Flagged and otherwise noteworthy domains

abnlacc[.]top

adminllllll[.]top

adminllllll[.]xyz

authority-uspsserviceapp[.]top

await-parcel[.]com

bafbng[.]shop

ccbbdd[.]shop

cyychat[.]top

dadassee[.]shop

deliverypath[.]shop

ding15[.]top

fasttraxr[.]shop

findmypackage-us[.]shop

findmypackage[.]shop

gadadss[.]top

gagas1[.]shop

houtai123[.]shop

jiushishang[.]shop

lipackage[.]com

loginadmin[.]xyz

lupackage[.]com

missing-parcel[.]com

mop-postoffice[.]com

mypkgs[.]shop

ndaasa[.]top

package-lose[.]com



packtrack-us[.]shop

packuser[.]shop

packyour[.]shop

packzone[.]shop

parcel-message[.]com

parcel-shelving[.]com

parcel-ship-service[.]com

parcelerror[.]com

parcelposting[.]com

parcels-service[.]com

parceltrack-us[.]shop

pkgalert-us[.]shop

pkgcheckin[.]shop

pkgfollow-us[.]shop

pkgfollow[.]shop

pkglook[.]shop

pkgscan[.]shop

pkgtag[.]shop

pkgtrail-us[.]shop

pkgtrail[.]shop

postalcare-usps[.]com

postalcare[.]top

pp-drop[.]com

qiekenao[.]shop

qinyiwu[.]ga

qnpackage[.]com

redelivery-service[.]com

redelivery-us-service[.]com

repack-service[.]com

ripsaservices[.]com

serve-ad[.]shop

serve-add[.]shop

serve-address[.]shop

serve-adr[.]shop

shangyu[.]shop

ship-usps-service[.]com

shipmentr[.]shop

shipping-usps-service[.]com

shipswifty-us[.]shop

shipswifty[.]shop

shiptrk[.]shop

speedtracker[.]shop



speedypack-us[.]shop

sppackage[.]com

swiftship-us[.]shop

szpackegese[.]top

timely-update[.]com

traceexpress[.]shop

tracepkg[.]shop

tracepkgs[.]shop

trackitnow[.]shop

trackmate-us[.]shop

trackmystuff-us[.]shop

trackmystuff[.]shop

trackship-us[.]shop

trakon-us[.]shop

trakons[.]shop

trakr[.]shop

update-complete[.]com

upsbb[.]com

upskao[.]com

upskqk[.]com

upskqq[.]com

upskqs[.]com

us-service-redelivery[.]com

uspadq[.]com

uspaewz[.]top

uspalo[.]com

uspapo[.]top

uspapsl[.]top

uspapz[.]top

uspaza[.]shop

uspazsw[.]top

uspbca[.]shop

uspcew[.]top

uspcoi[.]top

uspcojk[.]top

uspczz[.]top

uspdia[.]top

uspeci[.]top

uspepqw[.]top

usperk[.]top

uspeuiw[.]top

usphsas[.]com



uspika[.]top

uspioa[.]top

uspioo[.]top

uspisa[.]com

uspjkh[.]top

uspkadd[.]com

uspkdss[.]com

uspkmk[.]top

uspkni[.]top

uspkp[.]com

usplap[.]com

usplaqz[.]top

usplaz[.]top

usplc[.]shop

uspliz[.]top

usplo[.]shop

usploe[.]com

uspm[.]top

uspmk[.]shop

uspmpwq[.]top

uspnala[.]com

uspndwp[.]top

uspnpqa[.]top

uspnqpw[.]top

uspnub[.]top

usposts[.]lat

usposts[.]us

uspqec[.]top

uspqpa[.]com

uspqpoe[.]com

uspredd[.]top

usps-clicksend[.]com

usps-comppsese2[.]com

usps-packas[.]com

usps-packby[.]com

usps-packlv[.]com

usps-postalcare[.]com

usps-postalcares[.]com

usps-sendclick[.]com

usps-sendingtrack[.]com

usps-st[.]com

usps-tracksend[.]com



usps-uspsstir[.]com

usps-uspsto[.]com

usps-uspsup[.]com

usps-uspsus[.]com

usps-uspsvs[.]com

uspsaaz[.]top

uspsacdd[.]com

uspsacvb[.]com

uspsaddog[.]com

uspsadsad[.]com

uspsagk[.]com

uspsakgh[.]top

uspsank[.]top

uspsapp[.]org

uspsaqzx[.]com

uspsavvth[.]com

uspsawpn[.]com

uspsaxhnb[.]com

uspsaxkn[.]com

uspsazsdr[.]com

uspsbaaa[.]com

uspsbbcd[.]com

uspsbcc[.]com

uspsbcc[.]com

uspsbfrcc[.]com

uspsbgmk[.]com

uspsbjm[.]com

uspsbmam[.]com

uspsbnff[.]com

uspsbng[.]com

uspsbnggo[.]com

uspsbnmva[.]com

uspsbnom[.]com

uspsbomom[.]com

uspsbtrrt[.]com

uspsbvgo[.]com

uspsbvgo[.]com

uspsbvvh[.]com

uspsccc[.]com

uspsccettcf[.]top

uspsccrp[.]com

uspscctba[.]com



uspscctba[.]com

uspscomplete[.]com

uspscwe[.]top

uspsdea[.]com

uspseddyy[.]com

uspserff[.]com

uspsertff[.]com

uspsfinish[.]com

uspsghoo[.]com

uspsghsa[.]top

uspshaa[.]top

uspshbb[.]top

uspshdtt[.]com

uspshgg[.]com

uspshgka[.]top

uspshipccom[.]com

uspshk[.]com

uspshwot[.]com

uspsilia[.]top

uspsjjecf[.]top

uspsjjko[.]com

uspsjjtrv[.]top

uspsjx[.]com

uspskem[.]com

uspskhzx[.]top

uspskkj[.]com

uspslash[.]com

uspslow[.]top

uspsmbb[.]com

uspsmilo[.]top

uspsmkak[.]com

uspsmmog[.]com

uspsmoo[.]com

uspsmpp[.]com

uspsmqi[.]top

uspsmtwq[.]com

uspsmvv[.]com

uspsmvv[.]com

uspsnbvcdd[.]com

uspsnbvvcx[.]com

uspsnea[.]top

uspsneiq[.]top



uspsngg[.]com

uspsngg[.]com

uspsnkmo[.]com

uspsnmn[.]com

uspsnttot[.]com

uspsoai[.]top

uspsoai[.]top

uspsogoa[.]com

uspsoham[.]top

uspsohamin[.]top

uspsohaw[.]top

uspsombmn[.]com

uspsootu[.]com

uspsp[.]vip

uspspcct[.]com

uspspen[.]com

uspspen[.]com

uspsqpza[.]com

uspsrecc[.]top

uspsrrfgg[.]top

uspsrtyy[.]top

uspsrvvbt[.]top

uspsryuu[.]com

uspsshhxk[.]top

uspsshxz[.]com

uspsskknm[.]com

uspsswo[.]com

uspstaww[.]com

uspstbrytt[.]com

uspstgyy[.]com

uspstoday[.]xyz

uspstree[.]com

uspstreei[.]top

uspstrtoj[.]com

uspstrvff[.]com

uspstrvv[.]top

uspstryvf[.]top

uspstryyy[.]com

uspsttouu[.]com

uspsttsp[.]com

uspstybb[.]top

uspstzass[.]com



uspsuewq[.]top

uspsui[.]top

uspsutoop[.]com

uspsvtaa[.]com

uspsvvm[.]com

uspsvvty[.]com

uspswadshh[.]com

uspsweijho[.]com

uspswer[.]com

uspswoh[.]com

uspswt[.]com

uspswwtho[.]com

uspsxxbom[.]com

uspsxxd[.]com

uspsyqa[.]top

uspsyqa[.]top

uspszah[.]com

uspszf[.]top

uspszkd[.]com

usptecypp[.]top

uspttrgg[.]top

uspudpq[.]top

uspudpq[.]top

uspv[.]top

uspweus[.]com

uspweus[.]top

uspwqpa[.]top

uspwshax[.]top

uspwwok[.]top

uspykg[.]top

uspzaa[.]shop

uspziq[.]top

uspzmi[.]com

uspzwdp[.]top

uspzwod[.]top

usspsk[.]com

vdasvda[.]shop

weususp[.]top

wgpackage[.]com

wtpackage[.]com

xiaolvhoutai[.]top



Suspicious domains associated with registrant t9296258844@gmail[.]com (“Matt 

Kik”)

ab1w0vky5[.]us

ai6v1wtv0[.]us

ar1j8uo5[.]us

bi3z1mb0[.]us

bp1o0up5[.]us

ch6w1cpo[.]us

dc3m9sr5[.]us

dj7l0xft[.]us

dk0a4jl0[.]us

do6p0rrz5[.]us

do9a1hwo[.]us

dp6g0cu6[.]us

dr4d0wk9[.]us

ds6b8bna9[.]us

dt3q1ie8[.]us

dt8j9ktb7[.]us

du2d0mf6[.]us

du6g2bnm2[.]us

dw0j5uof[.]us

dw1t7my1[.]us

dx6e8lbw5[.]us

dx9d0pu2[.]us

dy3y9ju1[.]us

dy7u1jmy[.]us

ea3r8mj1[.]us

ea4o5gml[.]us

ea8e0hu[.]us

eb2m1qeg[.]us

ee3c3xk[.]us

ef8p4aj2[.]us

eg7m1ix1[.]us

eh2s0iaa6[.]us

ei6x8iny6[.]us

ei7n2mp1[.]us

ej6o0lqc3[.]us

ek0d3ax6[.]us

ek7g4ss0[.]us

en6f8xv9[.]us

eo9j1mr3[.]us



ep1z9lb9[.]us

ep2w6fs1[.]us

ep9g0bir[.]us

eq3f6jd5[.]us

eq9j4vnb5[.]us

et1f7jqp8[.]us

ew0n5ukh[.]us

ex6p7khe[.]us

ez9l3gsk2[.]us

fc0n7gby[.]us

fc4f7dw3[.]us

fd8f4ky4[.]us

fd8o4rsl5[.]us

fe7d6ib3[.]us

ff2t7sa3[.]us

fg8y8hz3[.]us

fi4v7iw7[.]us

fk6h4el6[.]us

fl5u7ar1[.]us

fl8c4ni8[.]us

fo5n8sg9[.]us

fp5l4vgo1[.]us

fp6w9is4[.]us

fs0j5cl7[.]us

fs3m0xcx[.]us

fv6l5me0[.]us

fx2f7cv[.]us

fx8l9pi4[.]us

fy9z2pe5[.]us

fz0m8jo0[.]us

ge0e9jg1[.]us

gf5b4uv[.]us

gi0p9ba2[.]us

gi4f1su8[.]us

gi5j5ne2[.]us

gj1f6ty7[.]us

gk9l0vxe7[.]us

gl3p4tr6[.]us

gm0z7rx2[.]us

gn0z3hp6[.]us

gn2d8gw3[.]us

go3h4peu2[.]us



gq8r9el6[.]us

gq8z5zg0[.]us

gr8u4ea[.]us

gs0x7ys9[.]us

gu5e6rcn[.]us

gx5l0vta9[.]us

gx7m3eu7[.]us

gx8m9uq0[.]us

gy1n1be6[.]us

gy4x3hu6[.]us

gz9s3wfg[.]us

hc4p1ms6[.]us

he4u3jm6[.]us

hf7l0joj4[.]us

hf7s4tf2[.]us

hi3b2pa9[.]us

hj2r0kz6[.]us

ho4t8xl0[.]us

hs2l7reg1[.]us

hy9t3gt3[.]us

ib0w9bs3[.]us

ie7w5ft0[.]us

ie9p9gd4[.]us

ih6c0od2[.]us

ih6v5vhq[.]us

ii4h3ec4[.]us

ij2x4mdy1[.]us

ij4l6ol3[.]us

ik0q1ow[.]us

ik4m0qu9[.]us

ik7g1eo4[.]us

im6e8cy4[.]us

im6g7cm5[.]us

in0p7ds0[.]us

iq0j6ohh7[.]us

iq3q2ew[.]us

ir1b9nex9[.]us

ir2d1ja3[.]us

is2u8mo0[.]us

is7u4fn8[.]us

it7w0zhf8[.]us

ix8p6hcq0[.]us



iy1w1lv4[.]us

iy4r8vg3[.]us

iy5y0fk4[.]us

iy9u6km8[.]us

iz8f3it6[.]us

jb3u4tof3[.]us

jc5b3hz5[.]us

jh3a2wy5[.]us

ji9e1fdf[.]us

jj4x1ma[.]us

jj7d6hjs2[.]us

jl1y5hyi9[.]us

jl7w5lvt[.]us

jm3u5hw1[.]us

jn8d8xjr[.]us

jp0z4fm[.]us

jp5g3ng8[.]us

jr2q4rh5[.]us

ju5u2lco7[.]us

ju9l3cr8[.]us

jv0k7fgh9[.]us

jv0u8xwq[.]us

jv5b2cc1[.]us

jx4e9vva8[.]us

jx8m6eo0[.]us

jz6q3qp0[.]us

kb6z9gtf1[.]us

kc5l7nns4[.]us

kd0n6lqe3[.]us

ke4q6jc[.]us

ke9k5md7[.]us

kg4d1fad0[.]us

kg9d2uoq6[.]us

ki1t7th0[.]us

kj5z5ac4[.]us

km0e3dw[.]us

km1j9op5[.]us

kn6w2ou[.]us

kp2z3yv3[.]us

kr7w0ef6[.]us

kt4p4nd[.]us

ku3h9cyh7[.]us



ku6k8aq2[.]us

kv0u1qc[.]us

kv1z9hes6[.]us

kv7g5ha7[.]us

kw5x8ed[.]us

kx0r9gu[.]us

kz8a2wr6[.]us

lb0x2kqf8[.]us

lb3e5cn7[.]us

lb4r9wg8[.]us

le5k0ng[.]us

lm3m0kj0[.]us

ln9q4bqu2[.]us

lp3b3ti3[.]us

lp8b7ab8[.]us

lq2v2ylr7[.]us

ls3h2rdy[.]us

lw1u6cf9[.]us

lw5p1ae4[.]us

ly8e9qxv1[.]us

lz6e8pxu3[.]us

mb0h0vp[.]us

mb4f9go7[.]us

mc9p2oh0[.]us

md5r2vi8[.]us

md7c1mjb[.]us

md7g6ce2[.]us

md7t2jn1[.]us

me0a9mdc4[.]us

mg6c1ak3[.]us

mh8v0xh7[.]us

mk3b7nvu[.]us

mn7e7mz0[.]us

mp2m8vub[.]us

mq7i9hgv6[.]us

mr9g5yq[.]us

ms6a1ki0[.]us

mt2w2hi0[.]us

mu2f1qb2[.]us

mu3c0nkl[.]us

mu8n5ngj[.]us

mv9c6ka0[.]us



mx3j4mt7[.]us

my6z4aeu5[.]us

my7b4eg4[.]us

na3v3vl5[.]us

nc1f7mj1[.]us

ne2z6wnk9[.]us

ne6d5hd[.]us

nf2p2zr1[.]us

nf9s4xap3[.]us

ng4v9yl8[.]us

nh9f6tu0[.]us

nk9f0psa6[.]us

nl0e2xw9[.]us

nl0j2es2[.]us

nl1w3cc9[.]us

nl8h4vh8[.]us

nm1p2nu4[.]us

nn5q0sr9[.]us

np2k7wo5[.]us

np3s7an[.]us

nr7w1ur4[.]us

ns7g1uq[.]us

nt9x1lma1[.]us

nu0z8gj3[.]us

nv1h1hw7[.]us

nv2g5qp9[.]us

nx5k4fw0[.]us

nz5y0vb[.]us

nz8m4nwf0[.]us

oa9p3rgk5[.]us

oc9z5ssm6[.]us

od1d0of5[.]us

od9g4eg0[.]us

oe7j4gr[.]us

oj4h2jb1[.]us

ok8q0od8[.]us

ol0x1en[.]us

oq9v5gw5[.]us

os1s4cd3[.]us

ot2r4jmt5[.]us

ot7d5eph[.]us

ou0h9pq3[.]us



ow7l9fqo2[.]us

ox4q4liy[.]us

ox8s3uqz5[.]us

oz5b4xk3[.]us

pa5x3gs2[.]us

pc6v0yt7[.]us

pd6s3pz5[.]us

pd8p6jy5[.]us

pe5c3si5[.]us

pe6b3pmy[.]us

ph7b1zv1[.]us

pi2o0nic8[.]us

pi8a9ei[.]us

pj4f2zc8[.]us

pk1u3krd9[.]us

pl7z5nh6[.]us

pl8a9hv2[.]us

po311[.]us

po7s8xy8[.]us

pr0b7sqd4[.]us

pt7w7ib1[.]us

pu7w9ch6[.]us

pv2v1ww[.]us

qc8d2rm8[.]us

qd5j4bp6[.]us

qd6u8dm2[.]us

qe0e9ljy7[.]us

qf0f4bm8[.]us

qf4m3hv9[.]us

qh0j5hx6[.]us

qi1i5zf9[.]us

qi3q0an4[.]us

ql1k0tmb[.]us

ql7x5is0[.]us

qo3t2fn8[.]us

qq3c5ec6[.]us

qq6i9ti2[.]us

qr6t4wt9[.]us

qs6k4so0[.]us

qt0r5qpd0[.]us

qt1x6th0[.]us

qv2o4uqb2[.]us



qx2s5iu[.]us

qz7p9oi4[.]us

rb2n0ni8[.]us

rc8u9isg9[.]us

rd8t6fe4[.]us

re1c2mg0[.]us

re3y5to2[.]us

rf0e3pyi[.]us

ri6o2hu1[.]us

rj7y8nn6[.]us

rk1q3xof8[.]us

rl3i5qeg1[.]us

rl3p0ika[.]us

rl6u8tj4[.]us

rm8p1nc3[.]us

rn0s5bm7[.]us

rn3p3pm7[.]us

ro5n7gns1[.]us

ro6h2uv5[.]us

rp4g2el4[.]us

rq3f3tw3[.]us

rq4e0tco6[.]us

rq4r9prp5[.]us

rq7w3pa9[.]us

rs5p7vm4[.]us

rs8k0qc[.]us

rv2q3ly[.]us

rw4u3fi[.]us

rx6y7ru[.]us

rz1h3zq7[.]us

rz7p0za[.]us

sa4o3wx6[.]us

sb4n2tax[.]us

sh4i3dyi5[.]us

sh8v5wb4[.]us

sh8w1rwm2[.]us

sj1e4sq4[.]us

sj6y8hb9[.]us

sm6s5ir7[.]us

sm8t0ce2[.]us

so0x1vl1[.]us

sp0h0svv5[.]us



sp5w6alt0[.]us

sq1v6aj8[.]us

st2a7tc9[.]us

sv9m4ha1[.]us

sw2e2bi8[.]us

sx5e0lf5[.]us

sy3x6da0[.]us

sz5a7sx2[.]us

ta0n6tr[.]us

tc7b4hn9[.]us

te0h0zj4[.]us

tf0w2fes5[.]us

tk4t9fg2[.]us

tl3g6sbk3[.]us

tm9q7fg7[.]us
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