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Background

When threat hunting, incident response investigations, automated enrichment, or other SOC or
intel center actions produce customized lists of domain or IP indicators, these may be of interest
to teams administering security controls such as firewalls, email security proxies, web proxies,
EDR, etc. Many popular vendors have provisions to ingest customized blocklists, but it is not
always easy to find instructions for doing so. This document is offered as a reference for those
interested in ingesting such lists into their controls.

NOTE: vendors change their product functionality over time, so the links provided here
may become obsolete. They have been verified as of the Updated date on the cover page of
this document.

NGFW/Perimeter Security/Cloud Proxies

Cisco NGFW (IP addresses only)

Palo Alto Networks

Juniper SRX: Overview | Example

Fortinet Forti
Check Point
WatchGuard |P address | DNSWatch

Zscaler Single | Bulk

Email Security

Cisco ESA (This specifically documents configuring a Host Access Table, which is the
relevant part of a custom blocklist rule)

Proofpoin
Microsoft Forefront TMG

Symantec Email Security

McAfee Email Gateway (NOTE on scalability: this documents a one-at-a-time GUI for
adding blocked domains)
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https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-firepower-services/200449-Configure-IP-Blacklisting-Using-Cisco-S.html
https://docs.paloaltonetworks.com/pan-os/8-1/pan-os-admin/url-filtering/url-filtering-concepts/block-and-allow-lists
https://www.juniper.net/documentation/en_US/release-independent/sky-atp/topics/reference/general/sky-atp-whitelist-blacklist-overview.html
https://www.juniper.net/documentation/en_US/release-independent/spotlight-secure/topics/topic-map/secure-connector-example1.html
http://cookbook.fortinet.com/fortimanager-third-party-blacklist-provider-workflow/
https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk132193affic-coming-from-known-malicious-ip-addresses
https://www.watchguard.com/help/docs/help-center/en-US/Content/en-US/Fireware/intrusionprevention/blocked%20_sites_external_list_c.html
https://www.watchguard.com/help/docs/help-center/en-US/Content/en-US/Fireware/services/dnswatch/dnswatch_domains_blocklist.html
https://help.zscaler.com/zia/adding-urls-denylist#seeimage
https://help.zscaler.com/zia/about-bulk-url-upload-tool
https://www.cisco.com/c/en/us/td/docs/security/esa/esa11-0/user_guide_fs/b_ESA_Admin_Guide_11_0/b_ESA_Admin_Guide_chapter_0110.html?dtid=osscdc000283#con_1096054
https://help.proofpoint.com/Proofpoint_Essentials/Email_Security/Administrator_Topics/090_filtersandsenderlists/Setting_up_sender_lists/How_to_edit_Safe_and_Blocked_Sender_Lists
https://technet.microsoft.com/en-us/library/cc302454.aspx
https://support.symantec.com/en_US/article.TECH226529.html
https://community.mcafee.com/t5/Email-Gateway-MEG/Block-MAIL-FROM-and-From/m-p/426912/highlight/true#M700

Websense/Forcepoint

Barracuda (see particularly Example 2)
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https://www.websense.com/content/support/library/email/hosted/admin_guide/upload_bw_csv.aspx
https://campus.barracuda.com/product/emailsecuritygateway/doc/76285042/config-list/?sl=AX9sEg5ljCQXBapAVrFt&so=5

