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Technology Segment: Enrichment & Analysis

DomainTools provides Cyber Threat Intelligence
on Domain and DNS Infrastructure, mapping
the connections between domains, IPs, SSL
Certificate information, and more to enable
expedited workflows during threat operations

and management efforts.

With the combination of DomainTools

and the ThreatQ threat intelligence platform,
organizations can leverage DomainTools data

in ThreatQ to correlate with additional datasets
and then export it into an organization’s existing
security systems or ticketing systems, automating

proactive threat management and mitigation.

Integration
Highlights

O Proactively Identify Threats

@ Understand Threats

#) Determine Countermeasures

ThreatQ
by ThreatQuotient

ThreatQ is an open and extensible threat intelligence
platform (TIP) to provide defenders the context,
customization and collaboration needed

for increased security effectiveness and efficient
threat operations and management. ThreatQ
accelerates the transformation of threat data into
actionable threat intelligence by giving defenders
unmatched control through a threat library,

an adaptive workbench and an open exchange

to ensure that intelligence is accurate, relevant

and timely to their business. With ThreatQ, customers
can automate much of what is manual today and get
more out of existing security resources, both people

and infrastructure.

Iris Investigate by
DomainTools

DomainTools Iris Investigate, combines the largest
domain intelligence mapping with predictive risk
scoring, and industry-leading passive DNS data to
guide threat investigations and threat hunting.

Iris Investigate enables tfeams with domain and DNS
infrastructure intelligence for the characterization

and mapping of evolving attack campaigns.
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Intergration Use Cases

The Integration supports a variety of use cases such as:

o Forensics 0 Threat Hunting e

0 Incident Response 0 Phishing Detection

x External Feeds
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@ Sensor Grid

About ThreatQuotient

ThreatQuotient 's mission is to improve the efficiency and effectiveness of security operations through

a threat-centric platform. By integrating an organization’s existing processes and technologies into a single

security architecture, ThreatQuotient accelerates and simplifies investigations and collaboration within THREA TQ”
and across teams and tools. Through automation, prioritization and visualization, ThreatQuotient’s solutions

reduce noise and highlight top priority threats to provide greater focus and decision support for limited

resources. ThreatQuotient is headquartered in Northern Virginia with international operations based out

of Europe , APAC and MENA.

About DomainTools

DomainTools is the global leader for Internet intelligence and the first place security practitioners go when .
they need to know. The world’s most advanced security teams use our solutions to identify external risks, c DomalnTOOIS

investigate threats, and proactively protect their organizations in a constantly evolving threat landscape.



